
Is This Facebook Email Real? Our 5-Point Checklist

How can you protect your Facebook from getting hacked?
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Where is the email from? Facebook would never use a 3rd party to send you an email about 
your account. For example, we have seen scam emails come from messaging-service@post.
xero.com. This email address is not associated with Facebook or Meta.

Where does the link go? The link may first look like it is a legitimate Facebook link. However, if 
you look at the actual link that it takes you to, it’s not a facebook.com address. You can look at 
it by hovering over the link to see what the actual URL is. Whatever you do, DO NOT click this 
link!

Check the grammar. Many times, these scam emails have grammatical errors or spelling 
issues that would not happen in an email from Facebook.

Is it Facebook or Meta branded? Facebook will not send you a plain text email. See the 
following email which is a real email from Meta. It has clear branding to let you know that it is 
from Meta.

Do you have any notifications on Facebook that back up what the email says? Facebook 
will send you a notification on Facebook if something needs to be fixed. You can also go to your 
Facebook settings to see if Facebook has sent you any emails to know whether or not the one 
you have is real.

Opt for 2-Factor Authentication. In 2021, Facebook required that anyone who has access 
to a business manager account must have 2-Factor Authentication set up. This means that in 
order for someone to log in to your account, they must have access to your phone. This is the 
simplest way to prevent someone from directly hacking into your account.

Keep your details private. Go to your privacy settings and set your personal account to 
private. This will prevent anyone who is not your friend from seeing your personal details and 
using that information to get into your account.

Never accept friend requests from people you don’t know. This is a given, but what about 
people you do know? Scammers like to create duplicate accounts to try to get money from 
other people. If you receive a friend request from someone you are already friends with on 
Facebook, do some investigative research before accepting that request. If the account looks 
suspicious in any way, do not accept the request.

Never click a link that you are tagged in or sent in messages. For example, one of our 
business accounts was tagged in this post. Everything about this post is suspicious but 
someone could accidentally click the link. Whatever you do, NEVER click a suspicious link!

Be cautious. If you are ever questioning if an email from Facebook is real, contact your 
marketing company. If you do not handle your own Facebook ads, immediately forward any 
emails regarding Facebook to your trusted marketing company. They will be able to check out 
your ads and check out the legitimacy of the email you received.
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